Attack Simulation Training

Simulating an attack within your organization, identifying vulnerable
users giving them the correct training they need.
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Attack simulafion training
Take note

Overview  Simulations  Payloads  Simulation automations Jf Payload automations

(i) RBAC roles to access Attack Simulation Training should be assigned from Azure Active Directory. Details here.

Attack simulation training lets you run benign cyber attack simulations on your organization to test your
security policies and practices. Learn more about Attack simulation training

Recent Simulations

Sirnulation narme Type Status
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How to turn on Audit
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(i) In order for Attack simulation training to have reporting capabilities, auditing needs to be enabled. please see here for details X

Alist of all your simulations and their status.

Draft Scheduled In progress Completed Failed @ Show excluded

0 0 0 L 0 simulations

Cancelled

0

<+ Launch a simulation 1item () Refresh O Search @ Customize column
Simulation Name Type Platfarm Launch Date End Date |

Credential harvesting Social Engineering  Email 2/20/2022, 2:23:08 PM 2/22/2022, 2:23:08 PM



Microsoft 365 Defender L Search

Simulation » Create

Select Technique

@ Ssclect Technique
Select the social engineering technique you want to use with this simulation. We've curated these from the MITRE

Attack framework. Depending on your selection, you will be able to use certain types of payloads.

() Name Simulation

'!' Credential Harvest

() Select Payload In this type of technique, a malicious actor creates a message, with a URL in the message. When the
target clicks on the URL within the message, they are taken to a web site, the website often...
View details of credential harvest

4

O Target Users O Malware Attachment

In this type of technique, a malicious actor creates a messaqge, with an attachment added to the
message. When the target opens the attachment typically some arbitrary code such as a macro...
O Assign Training Wiew details of malware attachment

O Link in Attachment
() Select end user notification In this type of technigue, which is a hybrid of a Credential Harvest and Malware Attachment a malicious
5 actar creates a messaae. with a LRl in an attachment. and then inserts the attachment into the

Save and close Cancel




Credential Harvest

Social Engineering

Microsoft landing page

Attack technique goal
Target supplies username and password,

Description

In this type of technigque, a malicious actor creates a message, with a URL
in the message. When the target clicks on the URL within the message,
they are taken to a website, the website often shows input boxes for
luring the target to submit their username and password. Typically, the
page attempting to lure the target will be themed to represent a well-
known website to build trust in the target.

Simulation steps

Step 1: User opens the email payload

Step 2: User clicks the link in e mail payload

@

Step 3: User enters credentials in form on website




Simulation » Create

Select Technique

® Select Technique
Select the social engineering technigue you want to use with this simulation. We've curated these from the MITRE

Attack framework. Depending on vour selection, vou will be able to use certain types of payloads,

() Name Simulation

o) Credential Harvest

(O Select Payload In this type of technique, a malicious actor creates a message, with a URL in the message. When the
target clicks on the URL within the message, they are taken to a web site, the website often..

View details of credential harvest

(O Target Users O Malware Attachment

In this type of technique, a malicious actor creates a message, with an attachment added to the
message. When the target opens the attachment. typically some arbitrary code such as a macro...
(O Assign Training View details of malware attachment

O Link in Attachment
In this type of technique, which is a hybrid of a Credential Harvest and Malware Attachment a malicious
actar creates a messace. with a LJRl in an attachment. and then inserts the attachment inta the

“ Save and close Cancel

() Select end user notification




Simulation » Create

& Select Technique

Name Simulation

@ Name Simulation ) .
Simulation Name *

2
‘ Credential ha mestint{

(O Select Payload

(O Target Users Description /

Credential Hamestingl

(O Assign Training

(O Select end user notification

Back Mext Save and close Cancel



==  Microsoft 365 Defender

Y

Simulation » Create

rd

_ E= Send a test =} Create a payload 1 of 106 selected | O Search N Filter
& Select Technique :
Payload name Language Click rate Predicted Cornpro...  Sirmulations launch
& Name Simulation - -
Accounts payable document rev... English 0 20 0
@ sclect Payload
Address Inc:? Other 0 20 0
() Target Users & American express password reset English 0 45 0
American Express phone numbe.. English 0 37 0
() Assign Training
Capital One bank account locked English 0 36 0
e

() Select end user notification

Back MNext Save and close Cancel




Send Test Email X

Clicking Confirm below will send this payload to .
° | pay! Send Test Email X
the currently logged in user for formatting

walidation. |t will not be included in an
Y Test email successfully sent, please check your

simulation reporting and will not work as part ) ) .
mailbox in a few minutes.

of an end to end simulation scenario.

-




= W] Delete = Archive & Junk v < Sweep 51 Moveto v < Categorize v (O Snooze v

~ Folders

3 ) Inbox Filter v
) {3 Inbox 2 O American Express You recently called us and requested that we send a
[EXTI Confirmation: Your One-Ti... 11:53 4M One_ Ime Password SO that you COUId
, & Drafts Let us know if you did not make this reques.. proceed with a transaction on your account.
B Sentltems Last week If you requested this One-Time Password,
p no further action is required.
li] Deleted Items gn Microsoft Audio Conferencing
: "% You now have Audio Conferencin... Tue 2/15 If you did not request this One-Time
& Junk Email — You now have Audio Conferendng for Mic.. Password, click here to secure your account
g ,» ClicK nere y
I immediately
= Archive
L] Notes Thank you for your Card Membership,
B3 Conversation His... American Express Customer Care

[ oo

siffoutlook.office.com/fowa/Trealm=M365x62234438.0nmicrosof...



Simulation » Create

Select Technigue

Mame Simulation

Select Payload

Target Users

Assign Training

Select end user notification

E> Send a test =}~ Create a payload

Payload name Language

Accounts payable document rev.. English

Address Incorrect Other

& American express password reset English

American Express phone numbe... English

Capital One bank account locked English

o~

Back MNext

1 of 106 selected

D Search \
Predicted Cornpro..  Sirmulatio

20 0

20 0

45 0

37 0

36 0
Save and close C




Include the target users for this simulation

Y

Simulation » Create

Target Users

& Select Technique

Add existing users and groups or import a list of email addresses.

Name Simulation : L
@ O Include all users in my organization

'. Include only specific users and groups

/

@ Target Users + Add Users T Import 0 user(s) or group(s) O se

& Select Payload

() Assign Training

() Select end user notification

Back MNext Save and close C




Search for Users or Groups

O Enter User or Group Name. Type at least 3 characters and hit enter to search.

Filter Users by categories

Suggested User Groups (0)

D All Suggested User Groups

D Users not targeted by a simulation in the last three months

D Repeat offenders

Usertags (0)

Add 0 User(s) Clear All Selections




Search for Users or Groups

‘ L alexw@M 365x62234438.0nmicrosoft.com

Add Filters

User List

Selected (1/1) User(s)

0 MName T Email

Q Alex Wilber AlexAMDM3IE5:62234438.0nMicrosoft.com

Add 1 User(s) Clear All Selections



Simulation » Create

O Include all users in my organization

Select Technique .é. Include only specific users and groups

Mame Simulation + Add Users 1 user(s) or group(s)

(D 1 user(s) or group(s) with valid and unique email addresses have been added,

Select Payload

Target Users () Refresh

. o Narne Ernail Job Title Type Delete
Assign Training

Alex Wilber AleW@DM3I6062234438.0n...  Marketing Assistant  User

rd

Back Next Save and close

Select end user notification

L0 Sear

1 ite

Can



Simulation » Create

- Preferences

Select training content preference
& Select Technique

Microsoft training experience (Recommended) v

@ Name Simulation Redirect to a Custom URL

Mo training

rd

@ Select Payload Microsoft training experience (Recommended)
O Select training courses and modules myself

& Target Users
I want to select specific training courses and modules from Microsoft's catalog

@ Assign Training Due Date
Select a training due date

(O Select end user notification 30 days after Simulation ends o

Back MNext Save and close Cancel

Number of days persons should be trained by



Simulation » Create

& Select Technique

& Name Simulation

& Select Payload

& Target Users

@ Assign Training

#® Landing page

Select landing page layout *

Microsoft Landing Page Template 1

Edit layout

Add logo

Select a file with extension .png. .Jpeg. .gif

Browse Remove

Payload Indicators

D Add payload indicators to email. They help users to learn how to identify the phishing email.

Y/

Open preview panel

Back

MNexct

Save and close

Cance




m Company logo

${DisplayName}, you were just phished by your
security team.

It's okay! You're human. Let's learn from
this.

Rather than stealing vour login credentials like a cyber criminal, we have redirected vou
to this educational page instead and assigned you some training courses.

PHISHING MESSAGE!!




Microsoft 365 Defender

Simulation » Create

Select end user notification

& Select Technique
Select end user notification preferences for this simulation.

& Name Simulation None of the notifications will be delivered to the user

O Do not deliver notifications (0

(@) Microsoft default notification (recommended) @

& Select Payload _ -
Q Customised end user notifications (1)

& Target Users
Select default language *

& Assign Training ‘ English i
Do not deliver
Deliver after campaign ends
Notifications Language Type
Deliver during campaign
Microsoft default positive reinf..  English, German.. +10 Positive reinforcem... | Deliver after campaign ..

7

Back MNext Save and close Cancel
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Simulation » Create

Configure when you want this simulation to launch, and if you'd like to remove the payloads from

@ Select Technique user inboxes.

(®) Launch this simulation as soon as I'm done

& Name Simulation .
(_) Schedule this simulation to be launched later

& Select Payload
Configure number of days to end simulation after ®

2
& Target Users

Your simulation will end on 2/22/2022
& Assign Training

D Enable region aware timezone delivery

Back / Save and close Cancel

& Select end user notification




Review Simulation

Review your Simulation information below before you launch it. You currently have it scheduled to
be launched on 2/20/2022 at 2:20:40 PM. It will end on 2/22/2022 at 2:20:40 PM.

B Send a test

Delivery Platform

Ernail

Technique

CredentialHarvesting

Name
Credential harvesting
Edit Name

Description
Credential harvesting

Edit Description

Back m Save and close

Wait until it has been successfully submitted



Simulation » Create

@ Select Technique @ simulation has been scheduled for launch

@ Name Simulation Your simulation Credential harvesting will be sent on 2/20/2022 at 2:23:08 PM to 1 users, This
simulation will appear as scheduled and you can still edit it before the launch time.

@ Select Payload Related Links

Go to Attack simulation training overview >
@ Target Users .

View all payloads >

& Assign Training

& Select end user notification



Email & collaboration MLLALVi SldIiaLIvin tannmny

G5 Investigati . . : : : : :
# Investigations QOverview  Simulations  Payloads  Simulation automations  Payload automations

) Explorer
In order for Attack simulation training to have reporting capabilities, auditing needs to be enabled. please see here for details
for Attack |ati ing p g biliti diting [ X
BA Submissions
Review Alist of all your simulations and their status,
© Campaigns i —_
Paig zraft Echeduled I;progress ;Dmpleted Foalled @ ) Show excluded
simulations
K2  Threat tracker
Cancelled
£ 2| Exchange message trace 0
B Attack simulation training
#  Policies & rules —+ Launch a simulation Titem () Refresh | O Search @ Customize column
Sirulation Narme Type Platforrm Launch Date End Date
W Reports
Credential harvestin Social Engineerin Email 2/20/2022, 2:23:08 PM 2/22/2022, 2:23:08 PM
Audit g g 9
3 udi

Platfoarm Launch Date End Date Artual Cormnpromise Ra... Predicted Compromise.. Created §

Email 2/20/2022, 2:23:08 PM 2/22/2022, 2:23:08 PM 0 45 admin@



Enter the profile for Alex to see the simulated email snet

1 Outlook CH Teams call (o
1: Your browwser supports setting Outlook on the Web as the default email handler. Try it now Ask again later Don't show again b4
Mail
. — =1 Mark all as read Undo
~  [Folders s
Sg (0 Inbox 1 Filter v
D, £ Inbox 2 e American Express
[EXT] Confirmation: Your On...  2:24 PM

¢’ Drafts Let us know If you did not make this re...
v

B Sentltems Last week

[i] Deleted Items gn Microsoft Audio Conferencing - 4
b "% You now have Audio Confere... Tue 2/15

Q) Junk Email —You now have Audio Conferencing for...

Select an item to read
= Archive

Mothing is selected

L] Notes
B3 Conversation His...

New folder



You recently called us and requested that we send a
One-Time Password so that you could
proceed with a transaction on your account.

If you requested this One-Time Password,
no further action is required.

If you did not/request this One-Time
Password, click here to secure your account
immediately

Thank you for your Card Membership,

American Express Customer Care

? 2020 American Express.

PWDENDMCYPWIOD05

If vou would like to unsubscribe and stop receiving these
emails click here.

Reply Forward



2" Microsoft

Sign in

alexw@M365x622344 38 . onmicrosoft.com ‘

Mo account?Create one!

Can‘t access your account?

2" Microsoft

alexw@M365x062234438.onmicrosoft.com

Enter password

- ‘

Forgot my password
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‘ English v |

Alex Wilber, you were just phished by your
security team.

It's okay! You're human. Let's learn
from this.

Rather than stealing wour login credentials like a cyber criminal, we have redirected
you to this educational page instead and assigned you some training courses,




Tips to identify the phishing message
DISCLAIMER: The message you just clicked on is a phishing message simulation. It is not a real message from the owner of the trademark or logo
featured in the simulation. The trademarks and logos featured in the simulation may be the property of their respective owners and are in no way

associated or affiliated with the simulation, nor have the owners of such trademarks and logos authorized, sponsored or endorsed the use of such
trademarks and logos in the simulation.

From: American Express <alerts@americanexpreexps.com:>
To: Alex Wilber

Subject: [EXT] Confirmation: Your One-Time Password

AMERICAN
EXPRESS

Dear CARD MEMEER, Did you recently reqquest a One-Time Password?




You recently called us and requested that we send a
One-Time Password so that you could
proceed with a transaction on your account.

If you requested this One-Time Password,
no further action is required.

If you did not request this One-Time
Password, click here to secure your account immediately

Thank you for your Card Membership,

American Express Customer Care

poN'T (/¢ [ife, witHouT IT-

PRIVACY STATEMENT | UPDATE YOUR EMAIL

» kin 5 u not to reply
instead contact us via Customer Care.

We've assigned you swé training to learn how to avoid this in the future.
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Web Phishing

ou? Can you recognize web phishing and, more importantly do you know
‘to avoid being hooked? Fimdﬁtf by trying this scenario.

Start

p with Microsoft

1



Go through the whole video and sign out of Alex



<& @ () https://security.microsoft.com/attacksimulator ?viewid=overview we = ®

Microsoft 365 Defender

G Inwvestigations
Gy Explorer
View all simulations Launch a simulation
@ Submissions
Rewview
Behavior impact on compromise rate
©® Campaigns
& Threat tracker 0 users less susceptible to phishing
(% better than predicted rate
5 2| Exchange message trace
45% *
I Bz Attack simulation training
0% L]
— o Credential harvesting
= Policies & rules

B Actual Compromyfed Rate [l Predicted Compromised Rate

B2 Reports View simulations and training efficacy report

Audit

https://security.microsoft.com/attacksimulator Simulation ¢ overane

Back in Overview attack simulation page scroll down to click
on the above link



Microsoft 365 Defender L Search

Training Efficacy  User Coverage  Training Completion  Repeat offenders

7l Home
Showing last 1 Simulations
l-!) Incidents & alerts N 0%
*
® Hunting v -
2 Action center
30%
® Threat analytics
20%
&7 Secure score
0 . 10%
7 Learning hub
F Trials e *

Credential harvesting

B Actual Compromised Rate Bl Predicted Compromised Rate
imail & collaboration

| Export () Refresh Titem | O Search ffZ Customize columni

. Inwvestigations

Simulation Name Sirmulation Techni...  Sirmulation Tactics Predicted Cornpromised Rate  Actual Compromised Rate Tot:

credential harvesting CredentialHarvesting Social 45 1

Iotal Users largered Lount or Liicked USEI’SI



Attack simulation training » Attack Simulation Report

Training Efficacy  User Coverage  Training Completion  Repeat offenders

Simulated users

B cimulated users [ MNon-simulated users

Simulated users Non-simulated users

2 9

1 Export () Refresh 2items | O Search f[d Customize columns
User Narme Ernail Address Included in 5... DateofL.. Last Simulation Re.. Count of Clicked Count of Carm...
MOD Administr.. admin@M365<62234438.0n... 1 Feb 22, 20.. Passed 1] Q

Alex Wilber AlexW@M365x62234438,0n... Feb 22, 20... Passed




- A Search ﬂ

Attack simulation training » Attack Simulation Report

Training Efficacy  User Coverage  Training Completion  Repeat offenders

Status

B Completed [l Inprogress [l Incomplete

Completed In progress Incomplete

0 0 0

L Export () Refresh Oitems | O Search [@ Customize columns 57 Filter
User Name Email Address Included .. Dateofl.. Last Simulation Re.. Nameof Most... Date Cornpleted All Trainings

MNo data available



,O Search

Training Efficacy  User Coverage

Training Completion  Repeat offenders

1

B 21 [ Credential Harvest || Malware Attachment [ Link in Attachment [ Link to Malware [} Drive-by URL

I3 Customize columns “ Filter

1 Export () Refresh Oitems | O Search

Simulation Types Simulations

User Repeat Count

MNo data available
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Microsoft 365 Defender

Trials

Email & collaboration
Investigations

Explorer

Submissions

Review

Campaigns

Threat tracker

Exchange message trace
Attack simulation training

Policies & rules
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Attack simulation training

Overview  Simulations  Payloads  Simulation automations  Payload automations

(i) RBAC roles to access Attack Simulation Training should be assigned from Azure Active Directory. Details here.

Attack simulation training lets you run benign cyber attack simulations on your organization to tes’
security policies and practices. Learn more about Attack simulation training

Recent Simulations

Sirnulation narme Type Status
Stealing credentials Credential Harvest In progress
Credential harvesting Credential Harvest Cormpleted

On the overview page click on the simulation



Microsoft 365 Defender L Search

Credential harvesting

Social Engineering . Credential Harvest Delivery Platform : Email

Credential harvesting  Status Launch Date End Date Training due date Target users
Completed 2/20/2022, 2:23:08 PM 2/22/2022, 2:23:08 PM 3/24/2022, 2:23:08 PM 1

Simulation Impact Payloads

1 of 1 users compromised by entering credentials 1 payload used

Compromised
Payload name Type
Arnerican express password reset Global

B Entered credentials ] Did not enter credentials

Keep scrolling down to see the data. At the end notice that you are given recommended actions.



